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Abstract

In this paperwe describea novel approac for the for-
mal speci cation and veri cation of distributed processes
in a Web serviceframeavork. The formal speci cation is
providedat two differentlevelsof abstraction. Thestrataic
level describegherequirrment®f theWebservicedomain,
in termsof thedifferentactors participatingto it, with their
goals and needsand with their mutual dependencieand
expectations. The procesdevel showshow theserequire-
mentsare opemtionalizedinto communicatingprocesses
running on the differentWeb serves. e modelthe strate-
gic level exploiting Formal Tropos(FT), a language for the
formal de nition of therequirementf agent-orientedsys-
temswhich is basedon Linear Time Logic. We modelthe
processlevel using Promela a language designedto de-
scribecommunicatingoncurent processesnd amenable
to formalveri cation. We exploit the SPIN modelchedcer to
performV&YV tasks.Atthestrategic level, requirementsare
validatedagainstqueriesformulatedby the designerwhile
at the procesdevel the Promelaspeci cationsare veri ed
againsttherequirementsTheimplementatiomf theseV&V
tasksrequiresthe de nition of a novel procedue to encode
theFT requirementsn Promela.Theexperimentslescribed
in the papershowthat the approad is effectivein reveal-
ing possible aws bothin the stratggic andin the process
models.

1. Intr oduction

Requirement&ngineerings thevery rst stepof a sys-
temdevelopmenprocesslt concerngheprecisddenti ca-
tion of staleholdersheedsaboutthesystem-to-beandaims
to mapthemto speci cationsof the requiredsoftware be-
haviors. Errorsandambiguitiesin requirementhave been
widely recognizecasoneof the major sourcef problems

This work hasbeensupportedin part by the FIRB-MIUR project
RBNEO195K5*Astro”.

MarcoRoveri
ITC-irst
Via Sommarivel 8, 1-38050, Trento, Italy
roveri@irst.itc.it

in software development. Despiteits criticality, require-
mentsare often describednly in naturallanguageandre-
quirementsanalysigechniquesrerarelyapplied.

The Tropos project (http://www.troposproject.org/)
aimsto develop a requirementgiriven software engineer
ing methodologyfor agent-orienteddistributed systems.
Troposprovidesgraphicalnotationsfor requirementsnod-
els,basedon conceptdik e actors,goals,anddependencies
amongactors. Moreover, it adoptsa variety of tools and
techniqueso supportheanalysisof therequirementsnod-
els. In particular Troposprovides a formal speci cation
languagecalled Formal Tropos(hereafted=T). FT supple-
mentsthegraphicalnotationswith a rst-order LinearTem-
poral Logic (LTL) suitablefor automatedveri cation. In
FT, the graphicalnotationsallow for the descriptionof the
“structural” aspect®f therequirementsnodel,for instance
in termsof the network of relationshipsand dependencies
amongactors.Thetemporallogic permitsto representlso
the“dynamic” aspect®f themodel,describingor instance
when an actor's goal can be consideredul lled, or how
the network of dependenciesmongactors evolves over
time. Thislogical speci cationconsistof asetof LTL con-
straints‘anchored’to thedifferentstructurakcomponentsf
themodel.In previousworks[7] we have shovn how to use
themodelcheckingtechniquegrovidedby NUSMYV [2] to
performdifferentkinds of formal analysis,suchasconsis-
teng/ checkinganimationof thespeci cation,andproperty
veri cation. In our experiencethis formal analysisallows
for amoreprecisaunderstandingf therequirementsnodel,
andcanrevealgapsandinconsistencies therequirements
thataredif cult to discoverin aninformal setting.

A problemleft openby the previous investigationsis
how to extendthe formal analysisof a FT speci cationto
the later phasesf the software engineeringprocesssuch
as architecturaland detailed designand implementation.
In this paperwe do a stepin this direction by consider
ing a speci ¢ applicationdomain, namely Web services.
This domainis particularly interesting,sinceit allows for
somesimplifying assumptionsFirst, the architecturalde-



sign phaseis simpli ed by the fact that Web servicesal-
readyassumea speci ¢ (service-orientedyoftware archi-
tecture. Second,in mary caseghe detaileddesignof the
Webservicess limited to thede nition of theprocessesn-
plementingthem. This canbe doneusingprocesgescrip-
tion languagedike BPEL4WS[3], an emenging standard
for specifyingandexecutingdistributed\Web services.

In the paperwe shav how a FT requirementspeci ca-
tion of a Web servicesystemcan be stepwisere ned into
a detaileddesignby extendingit with processlescriptions.
We alsoshov how modelcheckingtechniquescan be ex-
ploited to validate the requirementanodel, as well asto
verify the processesgainstheserequirementsMore pre-
cisely, we exploit the Promela[9] languagefor the de ni-
tion of theWebserviceprocesse?romelas aformal spec-
i cation languagédor distributedsystemsvhich offerscom-
municationandconcurreng primitivesinspiredby process
algebrasMoreover, its speci cationscanbe veri ed using
the SPIN [9] modelchecler. Promelaallows for a descrip-
tion of Web serviceprocessesvhich is similar to the one
thatcanbewrittenin languagesike BPEL4AWS.

In orderto verify FT modelsenrichedwith Promelgoro-
cesseswe have extendedthe veri cation tool for FT de-
scribedin [7] with a new back-endbasedon SPiN. While
translating=T into Promelawe modeleachFT component
asa separaterocess.Following the standardapproachin
SPIN, the LTL constraintn the “dynamics” of the model
aretranslatednto Promelacode,which is thencomposed
with the otherprocesse# orderto carry out the veri ca-
tion tasks.In thetranslationwe needto facethe problemof
thesizeof the LTL formulasthatneedto betranslated.n-
deedtheseformulasaregenerateésthe conjunctionof the
constraintassociatetb thedifferentcomponentsf the FT
model. While eachconstraintis a small LTL formula, the
composedormulais hugeandthe standardapproachegor
LTL veri cation providedby SpiN do notwork onit. The
solutionthatwe have adopteds to translateseparatelythe
differentconstraintdhatappeain the FT speci cationand
to join the generategiecesinto a specialprocesaimedto
checkconstraintsatisictionat eachsystemstep.

In the paperwe describesomeexperimentsve have con-
ductedon a small case-studyin the Web servicedomain.
The experimentdestthe effectiveneswof theapproachand
comparethe resultswith thoseobtainedusing NUSMYV.
Theresultsshowv that SPIN is ableto carry out mostof the
consideredreri cation tasksbothattherequirementsevel
andattheprocesdevel. NUSMV hasa betterperformance
andcanhandlelargerveri cation tasks but its applicability
is limited to the veri cation of therequirementsnodel.

The paperis structuredasfollows. In the section2 we
brie y discusssomeaspect®f Webservicetechnologythat
arerelevantfor understandinghe approactproposedn the
paper Section3introducegheFormal Troposmethodology
on a casestudy Section4 describeshow we encodean

FT speci cation into SPIN, while in Section5 we report
theresultsof the experiments.Finally, Section6 discusses
relatedwork, draws conclusionandoutlinesfuturework.

2.Web Sewices

Web servicesare an emeging technologyfor building
complex distributed systemsfocusing on interoperability
supportfor efcient integration of distributed processes,
anduniform applicationgepresentatiorDifferentservices,
provided by different organizations perform basic activi-
tiesthat,combinedn suitableways,allow for thede nition
of complex businessprocesses.Using Web servicetech-
nology, companiesandescribeand publishtheir services,
togetherwith the informationon how they canbe invoked
andcomposedMoreover, Webservicesupportheinterac-
tionsamongthe differentpartnersy providing a modelof
synchronousr asynchronouexchangeof messagesihese
messagesxchangesanbe composednto longerinterac-
tionsby de ning protocolsconstraininghe behaior of all
partners.

The terms orchestrationand choreographyare often
usedto refer to the two key aspectsof processcomposi-
tion. In an orchestation the composedprocessis con-
sideredfrom the perspectie of one of the businesspar
ties,while thechoreagraphydescribesheinteractiongrom
a global, neutral perspectie, in terms of valid corver
sationsor protocols among the different parties. Web
serviceshave developed different languagesfor orches-
tration and choreographyBPELAWS,WSFL, WSCI...).
Among them, BPEL4AWS[3] is quickly emeging as the
languageof choicefor the descriptionof processnterac-
tions. BPEL4WSprovidescoreconceptgor the de nition
of businesgprocessn animplementation-independewiy.
It allows both for the de nition of internal businesspro-
cesseandfor describingand publishingthe externalbusi-
nessprotocolthatde nesthevalid interactions.Therefore,
BPEL4WS permitsto describeboth the orchestratiorand
thechoreographyf a businessilomainwith anuniform set
of conceptsaandnotations.

While aiming to work togetherand to provide inter
enterpriseWeb service-basedpplications,companiesdo
notwantto disclosetheir internalprocesseandtry to keep
the ability to reoiganizetheir processef orderto adaptto
the strat@y changeslin orderto managehesechangeghe
requirementshouldbetightly integratedwith the Web ser
vice processesMoreover, in orderto providereliableappli-
cationstheformal veri cation of conformancef the busi-
nessprocesswith the correspondingequirementsnodelis
of vital importance. The high level of abstractionintro-
ducedby Web servicesandtherelatedtechnologiedor ser
vice compositiorenabletheseintegrationandanalysisn an
implementationindependentvay.

In thefollowing sectionswe will shov how therequire-
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mentsmodelsmayberepresented the Troposframework,

how the procesdescriptionmay be integratedwith the re-

guirementsnodel,andhow formalanalysisof thesemodels
is carriedout.

3. Modeling Requirementsand Processes

We considera case-studyn the eld of public welfare,
extractedfrom alargerdomainconcerninghelocalgovern-
mentof Trentino(ltaly). In the case-studwa seniorcitizen
aims at being assistedg.qg., receving serviceslike trans-
portationor mealsat home. The assistancéo citizensis
managedy the Health-careAgengy, thatis run by the Lo-
calGovernmentandthataimsatproviding fair assistanceo
citizens.The Health-careAgeng delggatesto externalser
vice providerstheactualdelivery of the assistanceervices.
The nancial aspectof the Local Governmentarehandled
by a Bankthatis in chage of payingthe serviceproviders
and of askingthe citizen for the fee correspondingdo the
usedservice.Theinteractionamongthe differentpartiesis
requiredto happenvia Webservicesandto be speci edand
implementedisingBPEL4WS.

3.1 SpecifyingRequirementsin Formal Tropos

The Troposmodelinglanguageprovidesgraphicalnota-
tions for modelingrequirementg15]. It focuseson mod-
elingandunderstandinghestratgjic aspectainderlyingthe
organizationaframework within which the softwaresystem
will eventuallyfunction. Thusit allowsto betteridentify the
motivationsfor the softwaresystemandtherole thatit will
playinsidetheorganizationaframework. FigurelisaTro-
posdiagramthat describethe actors (circles) participating
to the case-studyandtheir stratgjic high-level goals (the
ovals attachedo the actors). For instancen the diagram
we have Citizen thataimsat beingassistedHealthcareAgency
thataimsat providing a fair assistanc¢o the citizens; Ser-
viceProvider which goalis to provide a speci ¢ service;and
Bank which handleshe governments nances. Troposal-
lowsfor thedescriptiorof theinteractionamongthediffer-
entpartiesof the domainatthe strateic level relyingonan

intent/ofer matchingmechanismThis mechanisnis repre-
sentedn the diagramby meansof dependencie@he ovals
linked to two differentactors). For instance,the Citizen
dependn the Health-careAgeng for beingassistedand
this is formulatedin the modelwith the ReceiveAssistance
dependeng

Startingfrom this high-level view of the organizational
or businesssystem,Tropos proceedswith an incremental
re nement. Goalanalysigechniquesreusedto transforms
the high level goalsof oneof the actorsinto sub-goalsaand
eventuallyto operationalizéheminto tasks(seeFig. 2, left).
In our case-studythe goal analysisis simple: the Citizen
re nes the goal BeingAssisted into the DoRequest and Pay
tasks(hexagons) the goal ReceiveService, andthe soft-goal
(cloud) QualityService. Thetasksaresupposedo beimple-
mentedby software modules,while the goalsthat remain
in the modelafterthe goalanalysisrepresenactiities that
are not carriedout electronically(e.g., the assistanceer
vicesaredeliveredphysically). Finally, soft-goalsareused
to describenon-functionakonditionswith no clearcutcri-
teriaasto whenthey areachieved(e.g.,thecitizenhassome
constrainton the quality of the deliveredservices).

Thegoalanalysigphasss followedby ataskre nement
phasewherethe high-level tasksaredecomposethto sub-
tasks. In Fig. 2, task DoRequest is further re ned into Ini-
tialRequest, Providelnformation, WaitAnswer. In this case,the
threesub-tasksarecomposedequentiallybut otherforms
of taskdecompositiorarealsopossiblee.g.,parallelcom-
position,choice,iteration... Thetaskdecompositiorpro-
cedureendsoncewe have identi ed all basictasksthatde-

ne the process. As a last stepin the de nition of busi-
nessrequirementswe associateo the basictasksthe mes-
sageghatdescribehebasicinteractionsamongactors.For
instance task InitialRequest requiresto senda messagere-
quest t0 HealthcareAgency. Thismessagés recevedandpro-
cessedy thetaskReceiveRequest Of HealthcareAgency. The
task AskAdditionalinfo is implementedoy sendinga message
InfoRequest to the Citizen which receves and processest
within taskpProvidelnformation andrespondsvith aninfo mes-
sage. Oncesufcient information hasbeengatheredthe
HealthcareAgency Sendsa Response messageo theCitizen.

Thesere nementstepsarerepresenteth Fig. 2 atthree
levels: a stratgyic level, an actiity level, and a message
level. All theselevels are part of the requirementsnodel,
in thesensdhatthey de ne differentaspect®f therequire-
mentsa valid implementations supposedo respect. We
remarkthat Fig. 2 representshe point of view of the Cit-
izen. Only the interfaceof the HealthcareAgency is consid-
ered,and no descriptionof the internal structuringof the
HealthcareAgency is representeth thediagram sincethisin-
formationis not availableto the Citizen.

Formal Troposhasbeendesignedo supplementropos
modelswith a precisedescriptionof their dynamicaspects.
In FT thefocusis on the circumstances which goal, ex-
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Task InitialRequest Mode achieve
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Task WaitAnswer Mode achieve

Super DoRequest Actor Citizen
Attrib ute result : boolean
Ful llment de nition
9 r:Response(Received (r) N (result$ r.result))

Figure 2. Formal Tropos speci cation

pectations,and dependenciearise,and on the conditions
thatleadto their ful lment. In this way, the dynamicas-
pectsof a requirementspeci cation areintroducedat the
stratgic level, without requiring an operationalizatiorof

the speci cation. A precisede nition of FT canbe found
in [7]. Herewe presentthe mostrelevant aspectsof the
languageéhasednthe case-studyAn excerptof theFT an-
notationsassociatedo the DoRequest task canbe foundin

Fig. 2 (right).

An FT speci cation describeghe relevant objectsof a
domainandtherelationshipsamongthem. The description
of eachobjectis structuredn two layers. The outerlayer
is similar to a classdeclaratiorandde nes the structureof
theinstancedogethemwith their attributes. Theinnerlayer
expressegonstraintson the lifetime of the objects,using
atyped rst-order Linear Temporallogic (hereafterL TL).
It hasto be noticedthat severalinstancef eachelement
may exist duringthe evolution of the system.For instance,
differentDoRequest tasksmay existsfor differentcitizen in-
stancespr for differenttypesof medicalproblemsof the
SamecCitizen.

Eachobjecthasanassociatedist of attributes. Eachat-
tributehasasort (i.e.,its type)which canbeeitherprimitive
(booleanjnteger...) or anobject.For instanceattributere-
sult of taskDoRequest determinesvhethertheresponsérom
the HealthcareAgency was successfubr not. Attributes of
primitive sortusuallyde ne therelevantstateof aninstance.
Goalsandtasksare associatedo the correspondingactor
with the specialattribute Actor (e.g.,taskDoRequest). Sim-

ilarly, Dependerand Dependeeattributesof dependencies
representhe two partiesinvolvedin a delggationrelation-
ship. TheSuper attributesof goal/taskelementsepresena
decompositiorof the primary elementsnto sub-elements.
In particular InitialRequest, Providelnformation andReceiveRe-
sponse aresubtask®f theDoRequest task,whichis re ected
in their Super attribute.

In FT thefocusis ontheconditionsfor theful llment of
goals,tasks,anddependenciesThesearecharacterizedby
a Mode, which declareshe modality of their ful lIment.
Examplesof modalitiesareachieve (which meanghatthe
actorexpectsto reacha statewheree.g.,the goalhasbeen
ful lled) and maintain (which meansthat the ful liment
condition hasto be continuouslymaintained). The inner
layerof anFT classdeclarationconsistof constraintghat
describethe dynamicaspectf the domainelements. In
FT we distinguishamonglnvariant, Creation, and Ful-

lIment constraints. Invariant constraintsde ne condi-
tions that should hold throughoutthe lifetime of all class
instancesCreationandFul liment constraintgle ne con-
ditions on the two critical momentsn the lifetime of class
instancesnamelytheir creationandful liIment. Creation
constraintscan be associatedvith ary class. Suchcon-
straintsshouldbesatis edwhene&eraninstanceof theclass
is created In the caseof goalsandtasksthe creationis in-

terpretedasthe momentwhenthe associatedctor begins
to desirethe goal or to performthetask. Ful Iment con-
straintscanbeassociatednly with goals,tasksanddepen-
dencies.Theseconstraintsshouldhold whenever a goalis



Possibility P1 /*Itis possible to ful ll request */
9 dr: DoRequest (Ful lled (dr))

Asser tion Al /* Service is received only upon a positive response */
8 c: Citizen (
8 r: Response (Received (r) » r.receiver= ¢! : rresult)!
8 rs: ReceiveService (rs.actor = ¢! : Fullled (rs)))

Asser tion A2 /* If some agency provides assistance and the citizen
requests a service then the request should be ful lled */
8 dr: DoRequest (9 ra: ReceiveAssistance (ra.depender =
dractor ~ Fullled (ra)”™ 8 r: Request (r.sender =
draactor ! r.receiver = ra.dependee))! F Fullled (dr))

Figure 3. Formal Tropos Proper ties

achieved,or ataskis completed.

Constraintdn FT are describedwith formulasin LTL.
Besidesthe standardbooleanandrelationaloperatorsthe
logic providesthe quanti ers8 and9, which rangeoverall
the instancef a givenclass,anda setof tempoal oper
ators. In the examplesin this paperwe useoperatorsr,
which de nesa conditionthathasto hold eventuallyin the
future,andG, which de nesa conditionthathasto hold in
all future states. Moreover, specialpredicatescan appear
in the FT temporallogic formulas (i.e., JustCreated),
Ful lled (t), or JustFul lled (t)). Additionally, for message
classeskeceved(t) andSent(t) predicatesnaybeused.

In anFT model,we canalsospecify propertieshatare
desiredto hold in the domain,so that they canbe veri ed
with respecto the model. We distinguishbetweenAsser
tion propertieswhich aredesiredto hold for all valid evo-
lutions of the FT speci cation, and Possibility properties
which shouldhold for atleastonevalid scenario.ln Fig. 3
somepropertiedor the case-studwrereported.

For lack of spacewe referto [6] for acompletedescrip-
tion of the semanticoof FT. Here we recall only that the
valid behaiors of a model are thosesequence®sf states
that respecta setC; with i 2 | of temporalconstraints.
Theseconstraintareobtaineddirectly from the Invariant,
Creation, and Ful iment declarationghat appearin the
FT model. Checkingif assertiomA js valid correspondso
checkingwhetherthe implication ;,, C; ) A holdsin
themodel,i.e., if all valid scenariosalsosatisfythe asser
tion A. Gheckingif possibility P holds amountto check
whether ,, C; * P is satis able,i.e.,if thereis somesce-
nariothatsatis esthe constraintsaandthe property In both
casestheveri cation of anFT speci cationis translatedo
the veri cation of anLTL formula. In [7] we have shavn
how to exploit NUSMYV for this veri cation.

3.2 ProcessRepresentationin Formal Tropos

Oncethe requirementsof a Web servicedomainhave
beenspeci ed and analyzed,we needto extendthesere-
guirementswith the de nition of the processesmplement-
ing them. Here we shov how the FT requirementscan
be furthermorere ned into executablecode by meansof

bool waitResponse;

atomic{
CREATETi:  InitialRequest;
ri.super = self;
waitResponse = true};
atomic{
CREATEMESSAGERequest:  Request;
Request_channel I vRequest};
atomic{
FULFILL ir:  InitialRequest [ir.super == self];
CREATEDpi:  Providelnformation; pi.super = self};
do::atomic{ waitResponse  ->
if::InfoRequest_channel ? vinfoRequest;
CREATEMESSAGEHEInfo : Info;
vinfo.reference = vinfoRequest;
Info_channel I vinfo;
::Response_channel ? vResponse;
FULFILL pi:  Providelnformation [pi.super==self];
CREATEwa: WaitAnswer;  wa.super = self;
waitResponse = false;
self.result = vResponse.result;
il
zelse  break;
od;
atomic{
FULFILL wait:  WaitAnswer [wait.super == self];
FULFILL self};

Figure 4. DoRequest process speci cation

the Promela[9] language In particular Promelaprocesses
are usedto describethe behavior of the servicesthat will
constitutethe distributed application. We remarkthat in
the Web service framavork theseprocessesvould have
beenwritten in languagedike BPEL4WS. Promelapro-
vides communicationand control constructsfor de ning
theseprocessethatarevery similarto the onesprovidedby
BPEL4WS thereforeit is avery naturalcandidatdor map-
ping BPEL4AWSinto alanguagesuitablefor formalveri ca-
tion. At thetime of writing we aredevelopinganautomated
translatorfrom BPEL4WSspeci cationsinto Promela.

In orderto link the operationaimodelwith the require-
mentsmodelwe have extendedPromelawith asetof macro
commandsln particular the CREATE andCREATEMESSAGE
macrosspecifyan instancecreationevent of a subtaskor a
messageespectrely. The FULFILL macrospeci esa suc-
cessfultask completionevent with optional guardingex-
pressiorin squarebraclets.

Figure4 representshe processspeci cationof the task
DoRequest. The processbehaesasfollows. First, initial-
izationstepsareperformed.Within thesestepsthevariable
waitResponse iS setto true, an instanceof the InitialRequest
taskis createdthemessag@equest is preparedndsent the
InitialRequest is completedand the Providelnformation taskis
started Hereafteraloopis enteredandits bodyis repeated
until variablewaitResponse becomedalse. The body of the
loop consistsof a if instructionwhich suspendshe execu-
tion of theprocessuntil ainfoRequest Or aResponse message
is receved. If a InfoRequest messages receved, a corre-
spondinginfo messagés preparedandsent. If a Response
messagés receved,thentheresult variableof theprocesss
setto re ect theresult eld of thereceved messageMore-
over, thewaitResponse variableis setto false,sothatwe can



Task DoRequest typedef DoRequestyipef
Actor Citizen byte actor;
Super BeingAssisted byte super;
Attrib ute result: Boolean bool result;

bool justcreatedexists;
bool justful lled, ful lled;

9
DoRequestjffpe DoRequest[2];

Figure 5. DoRequest task representation in
FT and Promela

exit from the loop. Immediatelyafterthe loop, two ful ll-
menteventsaregeneratedpecifyingthat the waitAnswer is
completedaswell asthe DoRequest taskitself. A process
modelspeci edin this way is automaticallytranslatednto
purePromelacode. In particulat all the macrocommands
arereplacedwith the correspondingPromelacode, where
thenecessargatamodi cation is performed.

4. Encoding Formal Troposinto Promela

In this sectionwe shov how an FT speci cationcanbe
translatednto Promela.Thetranslatiormanageseparately
the outerlayer andthe inner layer of the FT speci cation.
The outerlayer, consistingof FT classesand attributes,is
mappednto PromelgprocesseanddatastructuresThein-
nerlayer, consistingof thetemporalconstraintsassertions,
andpossibilities,couldin theoryberepresentedsaunique
LTL speci cationandmappednto a “never claim”. How-
ever, thisapproacldoesnotwork dueto thehugesizeof the
composed.TL speci cation. Therefore we proposeanal-
ternatve encodingthatis compositionabn the constraints.

4.1 Formal TroposClassRepresentation

Figure5 containghe FT de nition of taskDoRequest and
the correspondind’romelaencoding.We associatéo each
FT classa Promeladatatype (DoRequestType in our case)
andanarrayof elementn this datatype (DoRequest in our
case). Thesizeof the arrayde nes the maximumnumber
of instancedor the class. This boundis necessaryo ob-
taina nite-state modelandto apply model-checkingech-
nigues.In the examplewe allow for at most2 instanceof
classDoRequest. Attributesof basicsorts(i.e., boolear) are
translatednto the correspondind’romelatype. Attributes
referringto FT classeqe.g.,attribute actor) aredeclaredas
elds of type byte. This eld is usedasindex in the ar-
ray of thereferencedlass(e.g.,arraycCitizen in the caseof
attributeactor).

Additional elds areintroducedin the userde ned data
typesto modelthe life-cycle of the FT classinstancesAt-
tributeexists modelsclasscreation.Initially it is falseandis
setto true whenthe classis created. Attributesjustcreated,

proctype DoRequestProbgte id) f
Exists:
do :: atomic /* if the child subtasks notstartedyet,
assignrelevantattributesandstart it */

f (!InitialRequest[0].rists)l  systemstep();
InitialRequest[0].super id;
InitialRequest[0].acto= DoRequest[id].actor;
InitialRequest[0].eists = true;
InitialRequest[0].justeatd = true;
run InitialRequestProc(Q);

... I* otherchild subtaskmaybestartedhere */

:: atomic /* Modify non-constanattributes*/
f systemstep();
if :: DoRequest[id].result true;
:: DoRequest[id].result false
; I* Theinstances ful lled nondeterministically/
if :: DoRequest[id].ful lled= false
:: DoRequest[id].ful lled= true;
DoRequest[id].justful lled= true; goto Ful lled;
9
od;
Ful lled:
do :: atomic /* Modify non-constanattributes*/
f systemstep();
if :: DoRequest[id].result true;
:: DoRequest[id].result false
9
od;
g

Figure 6. DoRequest task process de nition

fullled andjustful lled areusedto encodethe JustCreated
Ful lled andJustFul lled predicatesespectiely.

The life-cycle of the classinstancess encodedusing
Promelaprocesses. Figure 6 depictsthe processcorre-
spondingto the DoRequest task. Differentinstancesf the
processareusedio modelthebehaior of thedifferentclass
instancesThe byte agumentpassedo the processle nes
theindex of thespeci ¢ classinstancen arrayboRequest.

Dependingon the type of the FT class,the life-cycle of
theinstancegonsistof differentphaseswhichis re ected
in the correspondingprocess.In particular Actor classin-
stancegnitially arein a“NotExists” state.A possibility for
aninstanceis to be never createdhusterminatingthe cor-
respondingprocess Anotherpossibilityis thatthe instance
eventually entersthe “Exists” phase. The “NotExists” to
“Exists” transitionis only enabledf suitableinstancesxist
for theattributesreferringto otherclassesln this casethe
classattributesareinitialized, in particulanustcreated andex-
ists aresetto true. In the “Exists” phasehe processonde-
terministicallymodi es valuesof its non-constanattributes
(if ary). Additionally, Actor classesnay nondeterminis-
tically createchild goals,tasksanddependencieée.qg.,in-
stance®f goalBeingAssisted in thecaseof Citizen). Thechild
classattributesareinitialized andthecorrespondingrocess
is started.

Processemodelingthe behavior of goals,tasks,andde-



proctypeconstraintveri er() f
byte labeln] = 0; bool acceptedj] = false byte next = 0;
do:: constraintsdone! break
:: elseatomic
f all_accepted true; valid_step= false
... I* All constaintsautomatago here */
valid_step= true; constraintsdone= true;
if :: accepted[nd] ! /* Lookfor acceptancegain*/
next_accepted: true; next = (next+1) % n;
i else
9
od;

Figure 7. The constraint _verier process

pendenciesire quite different. They startalreadyin state
“Exists” sincethey arecreated‘on demand”by their par
entactorsor goals. Similarly to actors,they alsomay cre-
atechild instancesvhenthey arein the“Exists” phase(see
e.g.,the creationof subtasknitialRequest in Fig. 6). These
instancesnay nondeterministicallynove to the “Ful lled”
phaseassigningrueto attributesjustful lled andful lled . The
valuesof non-constantttributes can changealso in the
“Ful lled” phase. If thereare no suchattributesthe pro-
cesderminatests execution.We remarkthatall operations
doneduring a phasetransitionare performedin an atomic
section,in orderto respecthe FT semantics.

A specialroutinesystem_step() is calledwhenerer a pro-
cessperformsa step. This routine performsa setof tasks
that needto be donewheneer the systemevolves. It is
responsiblgo resetthe attributesjustcreated and justful lled
of eachFT class,sothattheseags maybetrueonly in the
statethatimmediatelyfollowsthecreationor theful liment
of aninstance As we will seein thefollowing, this routine
is alsousedin theveri cation of the Promelaspeci cation.

4.2. Representationof Logic Speci cations

Thelogic speci cationsin FT areexploitedto verify as-
sertionsand possibilitieson the conditionsde ned by the
constraints.The standardsolutionofferedby SpiN for ver
ifying assertionsand possibilitiesconsistsof generatinga
“never claim” descripingthe automatorfor the formulato
verify (e.g.,formula ;,, C; ) A for assertiorA) andof
askingSpIN to verify it. However, this solutionturnsoutto
be infeasible. Indeed,the large size of the global formula
preventsthe possibility of verifying the never claim. Also
for rathersimplespeci cations(for instancea reduced=T
speci cationswith only 5 classesnd3 simpleconstraints),
theC le whichis generatedy SpiN andthatcontainsthe
modelcheckingcodeis so complec thatgcc failsto com-
pile it (amemoryoutis obtainedevenwith 1GB available).

To overcometheseproblemswe proposean alternatve
solution.We encodeeachLTL formulade ning aconstraint
in a separateautomatonand generatea new processcon-
straint.veri er whereall theseautomataare executedin par

if
:: labelln]==0"! goto Cn_acceptinit
:: labeln]==1! gotoCn_T0.S2

*G(p! Fq)* *G(p! Fq)*
acceptinit: Cn_acceptinit:
if if
(o pijal (e pjial labeln] =0;
gotoaccenptinit acceptedi] =true;
() m(1) ! labelp] =1;
goto TO_S2 acceptedi] = false all_accepted- false
; ; goto Cn _checled;
T0.S2: Cn_T0_S2:
if if
nql xql! labelph] =0;
gotoaccenptinit acceptedi] =true;
S()! 2 (@) ! labelp] =1;
acceptedi] = false all_accepted: false

goto TO_S2
; ; goto Cn _checled;
Cn _checled:

Figure 8. Automaton generated by LTL2BA
and its post-pr ocessed representation

allel. This procesds thenaddedto the nal speci cation.
We enforceexecutionof all automatacorrespondingo con-
straintsafter eachsystemstep,andrestrictthe veri cation
to theexecutionsequencewhereall theconstraintolds.

The translationof eachconstraintinto an automatonis
doneusingeitherthe built-in LTL2SPIN cornverteror exter
naltoolslike LTL2BA [8]. Thesetools generatea Promela
“never claim” whosebodyrepresentthe automatorfor the
correspondingconstraint. All theseautomataare joined
in the body of the specialprocessnamedconstraint_veri er ,
which guaranteethatall of themareexecutedin turn (see
Fig. 7). Somemodi cations on the bodiesare necessary
beforethey canbe joined. For instance Fig. 8 shavs the
automatorgeneratedy LTL2BA (ontheleft) andthe mod-
i ed automatorfor constrainG(p! F @), with n beingthe
index of the constraint. The acceptlabelsof the automa-
tonrepresentheacceptingtatef theautomatonUsually
thesdabelsaremanagedutomaticallyby SPIN, in orderto
guaranteghatacceptancetatesarevisitedin nitely often.
In our case,acceptancatatesneedto be managed:xplic-
itly. Thereforeall acceptlabelsarerenamedanda special
arrayaccepted is usedto storethe informationwhetherthe
automatonis visiting anacceptingstate.Moreover, aglobal
variableall_accepted storesthe informationwhetherall au-
tomataarevisiting anacceptancstate.Finally, in orderto
preserethepositionreachedy everyautomatoraftereach
step.this positionis storedin aspecialarraynamedabel. A
switch at the beginning of the modi ed bodyis usedto re-
storethe stateof theautomaton.

Due to the ad-hoc managemenbf acceptancestates,
someeffort is neededn orderto restrictthe veri cation to
thevalid executions.This is achievedif the following con-
ditions are satis ed: (i) Wheneer ary processerformsa



inline systemstep()f
if :: constraintsdone! constraintsdone= false
.. elsevalid_step= falsg

next_accepted- false
... I* Resefustcreatedandjustful lled ags*/
DoRequest[0].justcreatedfalse DoRequest[0].justful lled= false

g

Figure 9. The system _step routine

step,every constrainautomatorhasto beexecutedIf some
constraintautomatoris blocked, the executionpathshould
be excludedfrom the veri cation. (i) Oneveryin nite ex-

ecutionpathall the constraintsautomatashouldvisit their

acceptancstatedn nitely often. (i) If the executionpath
is nite andall the processeviave nished execution,all

theconstrainautomatahouldbein theiracceptancetates
thussatisfyingfairnessconditions.

In orderto encodetheseaspectswe introduceseveral
globalvariables We usethevalid_step variableto verify that
the executionis correctandnot blocked, andto checkthat
systemstepsandstepsof the constraintautomataareinter-
leaved. The next_accepted variableis usedto checkthatall
the constraintsautomataeventuallyvisit acceptancstates.
The all.accepted variableis setto trueif all the constraints
automatavisit acceptancstatessimultaneously

The requirement®n the valid executionpathsare cap-
turedby the following formula, statingthat constraintsau-
tomataarenot blocked,thatthey visit acceptancstatesn-

nitely often,andthatif the valueof variablenext_accepted
remainstrue forever (which happennly if the execution
pathis nite) thenvariableall_accepted will staytrueforever:

G(valid_step * F next_accepted”
(G next.accepted ! G all_accepted)):

The valuesof booleanvariablesvalid_step, next.accepted
andall_accepted arede nedin partin processgonstraint_veri er
(seeFig. 7) andin partin functionsystem step (seeFig. 9),
whichis executedduring eachvisible stepof every process
in thesystem(seege.g.,Fig. 6). Variablevalid_step is initially
trueandkeepshis valueif every systenstepis followedby
exactlyonestepof procesgonstraintzeri er. Thisbehaior
is obtainedhroughauxiliary variableconstraints_done which
is setto true every time procesonstraintveri er evolves,
andis setto falseeverytime thesystemevolves.If asystem
stepis donewhenconstraints_done is alreadyfalse,thentwo
consecutre systemstepsare detected and valid step is set
to false(seeFig. 9). Analogously if a constraintveri ca-
tion stepis donewhenconstraints_done is alreadytrue,then
two consecutie constraintveri er stepsare detectedand
theconstraint.veri er processs nished (seeFig. 7). Variable
next.accepted IS setto true if variableaccepted[next] associ-
atedto the next constraintto be executedis true. In this
casenext is updatedsothatall theconstraintsareconsidered

in turn. In the system_step routineits valueis againresetto
falsesothis variablecanremaintrue forever only on nite
paths.Analogouslyif all the constraintautomatehave vis-
ited their acceptancstatessimultaneouslythe valueof the
variableall_accepted is true.

In orderto checkassertiongndpossibilitiesin Promela,
theformulato verify hasto be adaptedo take into account
valid executions. The formula is then model-checkd by
transformingt into a neverclaim. For instanceformula

G(valid_step ™ F next.accepted™
(G nextaccepted ! G all_accepted)) ) A:

is generatedor assertionA. Indeed,this formula checks
whetherall valid executionssatisfy the assertion. A pos-
sibility propertyP canbe veri ed by model-checkinghe
formula:

G(valid_step  F next_accepted”
(G next.accepted ! G all_accepted)) ) : P:

If acounterexampleis foundfor this property it is indeed
awitnessexecutionthatshav thatpossibility P holds.

5. Experimental Analysis

To experimentwith the proposedpproachwe have im-
plementedthe FT to Promelatranslationdescribedn the
previous section(the tools usedin the experimentscanbe
foundathttp://dit.unitn.it/ ft/ws/). Theveri cation of anFT
speci cationcannow bedonechoosingbetweerntwo back-
ends.the old onewhich exploits NUSMV andthe new one
usingSPIN.

We conductedhreekindsof experimentsFirst, we eval-
uatedtheeffectivenes®f thecompositionabncodingf the
logical speci cationw.r.t. thedirectencodingbasedn one
global LTL formula. Second,we testedthe performance
of SPIN onrequirementweri cation tasksandcomparedt
with NUSMV. Third, we testedthe veri cation of require-
ments models againstthe processesmplementingthem.
The experimentswere executedon a bi-processoPentium
Xeon 2.4GHz,2Gb of RAM, runningLinux. All thetests
have beenexecutedwithin atime limit of 1 hourandmem-
ory limit of 2Gh We marktheteststhatfailedto complete
in thetimelimit as“T O”, andthetestthatexceedthe mem-
ory limits as“MO”. In somecasesthe never claim genera-
tion phaseproduceda sggmentationfault. Thesecasesare
markedwith “SF” in thetables.

Resultsof Logical Speci cation Translation. To com-
parethe performanceof the compositionalogic speci ca-
tion translationwe proposewith the directtranslationpro-
vided by SPIN, we considereda set of speci cations of
growing size. More precisely the comparisonhas been
performedon speci cationswith differentnumbersof con-
straints,and by allowing eitherup to 1 instancefor each



Table 1. Logic speci cation translation Table 2. Property veri cation results
Direct Translation Compositionallranslation SPIN results
linstance | 1..2instances| linstance| 1..2instances linstance 1..2instances

1 constraint 0,01sec 0,01sec 0,01sec 0,01sec Al | HC4 TO - 1284steps 1382Mb | TO - 2857steps 362Mb
3 constraints |  0,03sec 3,01sec 0,03sec 0,09sec BITSTATE | Valid® -21sec 61Mb | TO - 3244steps 1028Mb
5constraints | 0,11sec MO 0.04sec 0.14sec 3SPIN Valid® - 23sec 69Mb | TO- 3207steps 1178Mb

ég Eggzgg:zi 10';/?85“ gi 8'8‘71222 8%82:2 A2 | HCA TO- 1393steps 1382Mb | TO- 2857steps 362Mb
45 constraints SF SE 0’1558(2 0’41sec BITSTATE Inval!d - 21sec 52Mb TO - 3244steps 1058Mb
! ! 3SPIN Invalid - 24sec- 64Mb TO - 3417steps 1173Mb

P1 | HC4 Valid - 27sec 68Mb TO - 2857steps 362Mb

) ) ) BITSTATE | Valid- 14sec 41Mb TO - 3099steps 956Mb
class(15 instancesn total) or up to 2 instancedor several 3SPIN Valid - 19sec 56Mb TO- 3312steps 1143Mb

classeg23 instances). Table1 summarizeshe resultsof
the experimentawith SPIN. It reportsthetime requiredfor
thetranslationof the FT speci cationinto Promela.There-
sultsshav that the compositionaimethodoutperformsthe
directtranslationof thelogic speci cation.

Results of Property Veri cation . To testthe perfor
manceof SPIN andto compareit with NUSMV, we per
formed some veri cation experimentsbasedon the as-
sertionsand possibilitiesof Fig. 3. To stressscalability
we have considerednodelsof differentsizesby allowing
for differentupperboundsto the numberof instancedor
eachFT class. We consideredhe caseof 1 instancefor
eachclassand a intermediate“1..2"” case,wherewe al-
low 2 instancesfor someclasses. We compareddiffer-
ent optionsof the SPIN model checler on the sameprob-
lem. We also comparedthe resultsobtainedwith SpIN
with thoseobtainedusing NUSMV. The Promelamodel
for the FT speci cationcontainsl5 processe$or the 1 in-
stancecaseand 23 processedor the 1..2 instancescase.
With SPIN we experimenteddifferentveri cation options
[9], namelyhash-compaateri cation (HC4), superstateer-
i cation (BITSTATE), andwith the SPIN extension,namely
“Triple SPIN” [4]. With NUSMV we experimentedwith
the two model checkingtechniquesprovided by the tool,
namelySAT-basedoundednodelchecking1] (“BMC” in
thetables) BDD-basednodelchecking("BDD"). We used
a maximumlength of 10 for the boundedmodelchecking
experimentd. The resultsof the veri cation are summa-
rizedin Table2.

The veri cation provided the following results. Asser
tion 1 is true andassertior? is false. Possibility 1 is true
anda correspondingvitnesstraceis generatedindeed the
dependengRreceiveAssistance is ful lled wheneereveryas-
sistanceequestacceptedy the Health-careAgeng is fol-
lowedby receving service.Thedependengful lled alsoif
thereareno acceptedequests A countereampledemon-
strateghefactthatif theageng acceptedheresponsand

1We recall that theseupperboundsfor the numberof classinstances
arenecessaryo guarante¢hatthe generatednodelis nite-state.

2|t worth noticing that the resultsprovided by the BMC veri cation
do not guarantedhe validity of the formula, since counterexamplesof
lengthgreatetthanthe chosermaximumlength(10in our case)vould not
be detected.However, our experimentshave shavn that, in the modelat
hand,counterexamplesusually have alengthof 3 to 5. For this reason,
amaximumlengthof 10 guarantees high con dencein theresultof the
veri cation.

Hashfactors:®) 1.97-® 335

NUSMYV results
linstance 1..2instances

Al | BDD | Valid- 9sec- 6,0Mb TO - 235Mb

BMC | Undec! ) - 7sec- 20,4Mb | Undec! ) - 106sec 61,2Mb
A2 BDD Invalid - 11sec- 6,9Mb TO - 235Mb

BMC Invalid - 0,6sec 3,8Mb Invalid - 2sec- 11,3Mb
P1 | BDD | Valid- 10sec 5,8Mb TO - 235Mb

BMC | Valid ) -0,7sec 5,3Mb | Valid ) - 2sec- 16,0Mb

() No counterexamplefoundup to boundlength10
() Foundexampleof length4 satisfyingP1

senta messagéo the citizenthe assertioris violatedif the
messageavasnot received by the citizen andthe DoRequest
taskwill neverbeful lled.

Comparingtheresultsproducedoy SPIN andNUSMYV,
onecanseethatthe BMC algorithmsprovidedby NUSMV
give overall the bestresults. In particular this is the only
techniquethat providesresultsfor the 1..2 instancesase.
We remarkthat the translationof FT to the NUSMV lan-
guageis highly engineeredand optimized. Moreover, the
NuUSMV modelchecler hasbeenextendedto betterhan-
dle modelsresultingfrom FT speci cations. We expectto
improvethe performancef the SPiN back-endwith similar
optimizationtasks.

Resultsof Implementation Veri cation . Thede nition
of businesgrocessestogetherwith the bindingsthatlink
themto thecorrespondingasksandmessagem theformal
requirementsnodel, allow for differentforms of veri ca-
tion. A rst possibility consistsof re-checkingthe formal
gueriesthat appearin Fig. 3 on the more detailedmodel
(rst threerowsin Table3). Anotherpossibilityis checking
thatthe re ned modelsatis esthe requirementslescribed
by theCreation, Invariant, andFul llment constrainten-
forcedin the requirementamodel for task boRequest and
its sub-tasks.The lastrow in Table3 describeghe results
of the veri cation of the DoRequest taskful Iment de ni-
tion. This constraintis violatedfor the following reasons.
Theful Iment de nition requireghatthevalueof theresult
variablein this taskshouldbe equivalentto the valueof the
correspondingariablein thewaitAnswer task.In theprocess
implementatiorcode(seefFig. 4) thevalueof thisvariableis
copieddirectly from the Response messageeceved. Thus,
thecorrespondingariableof the waitResponse taskremains
unchanged.



Table 3. Implementation veri cation results

linstance 1..2instances

Al HC4 TO - 516steps 1442Mb TO - 341steps 1282Mb
BITSTATE | Valid® - 32sec 83Mb | Valid® - 169sec 316Mb
3SPIN Valid'® - 14sec 35Mb | Valid®) - 74sec 171Mb

A2 | HC4 Invalid - 125sec 206Mb | TO - 341steps 1162Mb
BITSTATE Invalid - 32sec- 71Mb Invalid - 1285sec¢ 2003Mb
3SPIN Invalid - 15sec- 32Mb MO - 673steps 1141sec

P1 HC4 Valid - 2sec- 9,1Mb TO - 341steps 1282Mb
BITSTATE Valid - 3sec- 10,1Mb Valid - 167sec 306Mb
3SPIN Valid - 3sec- 12,0Mb Valid - 59sec 148Mb

C HC4 Invalid - 2sec- 9,1Mb TO - 341steps 1282Mb
BITSTATE Invalid - 3sec- 11,4Mb Invalid - 166sec 306Mb
3SPIN Invalid - 3sec- 12,0Mb Invalid - 62sec- 151Mb

Hashfactors:(?) 2.44- () 1.66-(°) 6.06—(9) 1.61
6. RelatedWork and Conclusions

In earlierwork [7] we have proposed framevork for the
speci cation and veri cation of early requirementsased
on symbolic model checkingand NUSMV. In this paper
we proposean alternatye veri cation approachbasedon
explicit statemodelcheckingandSpIN. Moreover, we have
extendthe scopeof the veri cation to includethe designof
distributed processesle ned in Promela. The approachis
basedon a novel, compositionakencodingof the LTL con-
straintsthat de ne the valid behaiors of the requirements
modelin theveri cation tasks.The experimentsshow that
theapproacthis viable,evenif the performancas currently
aratherserioudimit for its applicability.

In the paper we have useda casestudyin the eld of
Web servicesfor illustrating the framework andfor exper
imentingthe veri cation techniques.We referto [14, 11]
for a broaderdiscussionon the relationshipshetweenthe
proposedrameavork andWeb servicetechnologies.

Formal analysisis often usedto verify correctnesf
speci cations,but, it is usuallyappliedin laterphasesThe
works thataremostrelevantto oursin the sensethat they
alsofocuson the veri cation of requirementsnodelsare
Alcoa/Alloy [10], KAOS[12], andthework on“TopoiDia-
grams”[13]. However, asfar aswe know, theseformalisms
have not beenappliedfor Web Services. For a complete
analysisof theseworksw.r.t. FT we referthereadetto [7].

Thereare several works on the veri cation of Web ser
vices. The closestto our approachis [5] that providesa
frameawork for the veri cation of LTL propertieson the
protocolsspeci ed in BPEL4AWSby translatingtheminto
PromelaDifferentlyto ourapproachhiswork concentrates
onthetranslationandveri cation of communicationspec-
i ed by theprotocol,while in ourapproactwe addresslso
the problemof verifying modelswhereprotocolsareinter-
leavedwith requirements.

Thereareseveraldirectionsfor furtherresearchWe are
investigatingoptimizationof the model generatotby inte-
gratingadvancedabstractiontechniqueshatexploit, for in-
stancepossiblesymmetriesn the speci cation. This could
leadto a betterexploitation of the partial order reduction

capabilitiesprovided by SPIN. We arealsointerestedn a
deepelinvestigationof the compositionalapproachor the
veri cation of complex LTL propertiesthat we have out-
linedin this paper Finally, we areinterestedn linking our
approachto the Web servicetechnologiesallowing for in-
stanceto specify the processesising industrial standards
like the BPELAWSlanguagéensteadof SPIN.
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